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Summary of Facts and Submissions

IT.

IIT.

This appeal is against the decision of the opposition
division, dispatched on 30 September 2021, rejecting
the opposition against the European patent

No. 2 826 201. The opposition was based on the grounds
of Article 100 (a) EPC.

The opponent submitted documents D1 to D13 (see the
impugned decision, I.3 and I.6), of which only D6, D8
and D10 were admitted into the opposition proceedings.
The opponent based its objection of lack of inventive
step on D10 as closest prior art, alone or in
combination with D6, D8 or Dl11l. The patentee submitted
first to third auxiliary requests. The opposition
division found that the claims as granted (main
request) met the requirements of Article 56 EPC having

regard to the disclosure of DI10.

With the statement setting out the grounds of appeal
received on 4 February 2022, the appellant (opponent)
requested that D1 to D5, D7, D9 and D11 to D13 be
admitted into the appeal proceedings and that the
patent be revoked on the grounds of Article 100 (a) EPC.

Oral proceedings were requested on an auxiliary basis.

By letter received on 17 June 2022 , the respondent
(patentee) re-filed first to third auxiliary requests
filed on 25 June 2020 in the first instance
proceedings. The respondent requested not to admit DI
to D5, D7, D9 and D11 to D13 into the appeal
proceedings, that the appeal be dismissed and that the
patent be maintained as granted or in amended form

based on one of first to third auxiliary requests.
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A summons to oral proceedings was issued on

24 January 2023. In a communication pursuant to

Article 15(1) RPBA 2020 sent 18 October 2023, the board
listed the points to be discussed during the oral
proceedings. The board further indicated the reasons
why it was minded not to admit D1 to D5, D7, D9 and D11
to D13 into the appeal proceedings.

Oral proceedings were held on 24 November 2023. The
appellant requested that the decision under appeal be
set aside and that the patent be revoked. The
respondent requested that the appeal be dismissed (main
request) or alternatively if the decision under appeal
were set aside, that the patent be maintained in an
amended form on the basis of the set of claims of any
of first to third auxiliary requests filed with the
letter dated 25 June 2020. At the end of the oral

proceedings, the decision of the board was announced.

Claim 1 of the main request (claims as granted) reads

as follows:

"A method (1000) performed by a communication device
(102a, 102b), said method comprising:

receiving a transmission (1002) comprising a signature
of a broadcast message, the broadcast message, and an
implicit certificate;

computing a public key using public information and the
certificate; and

verifying said signature (1004) using the public key,
wherein the public key is associated with a private key
used to generate the signature;

wherein the broadcast message is a warning message."
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The main request comprises further independent claims
directed to a corresponding device (claim 6) and a

corresponding computer program product (claim 8).

Due to the outcome of the appeal, there is no need to
detail the claims of the first to third auxiliary

requests.

Reasons for the Decision

1. Admittance of documents

In oral proceedings, both parties relied solely on

their arguments provided in writing.

1.1 D1 to D5, D7 and D9

These documents were not admitted into the proceedings
by the opposition division for being late-filed and not
referred to in any substantive argument of the
opponent. The appellant provided arguments in respect
of the timely filing of these documents in the
proceedings before the opposition division and

requested their admittance into the appeal proceedings.

However, the appellant did not base any of its
substantive arguments with respect to the grounds of
appeal under Article 100 (a) EPC on these documents. For
this reason, and irrespective of whether these
documents had been late-filed or not, the board decided
in oral proceedings not to admit D1 to D5, D7 and DS
into the appeal proceedings under the provisions of
Article 12(6) RPBA.
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D11 to D13

These documents were not admitted into the proceedings
by the opposition division for being late-filed and not

prima facie relevant.

The appellant argued that these documents should have
been admitted by the opposition division because they
were submitted as illustration of the common general
knowledge already mentioned in the notice of
opposition. Moreover, the appellant argued that D11 to
D13 should be admitted into the appeal proceedings for
being prima facie relevant for the inventive step

assessment.

The board notes that D11 to D13 were late-filed since
they were not submitted with or even mentioned in the
notice of opposition, and since the common general
knowledge they should illustrate was not exposed in the

notice of opposition.

Furthermore, the board holds that D11 to D13 are not to
be considered as illustration of the common general
knowledge for the reason that they are not excerpts of

basic or reference textbooks.

Finally, the board agrees with the decision (see
sections 19 and 20) and the respondent that the late-
filed documents D11 to D13 are not prima facie relevant
documents for the assessment of inventive step.
Therefore, the appellant's attacks based on late-filed
documents D11 to D13 as prior art documents, provided
in writing, cannot be admitted into the appeal

proceedings.



- 5 - T 2117/21

For these reasons, the board decided in oral
proceedings not to admit D11 to D13 into the appeal
proceedings under the provisions of Article 12(6) RPBA.

Article 56 EPC

The labelling of features of claim 1 as granted used in
the impugned decision (see Part II.8) is referred to in

the following.

It was common ground in oral proceedings that D10

represented the closest prior art.

D10 discloses from page 3, line 32 to page 5, line 23
with respect to Figure 1 a method for receiving at a
communication device B a message and its signature
transmitted by a communication device A. The signature
of the message is issued by A using A's private key
received in a separate transmission from a certificate
authority CA. The communication device B reconstructs
A's public key by using an implicit certificate (Ia,
va) received from the certificate authority CA. The
communication device B then verifies the signature on

the message by using the reconstructed public key of A.

The board agrees with the respondent and the impugned
decision that the subject-matter of claim 1 differs
from the above mentioned disclosure of D10 in features
V1l and V3.2, namely that the signature scheme is
applied to a broadcast warning message (feature V3.2)
and that the message, its signature, and the implicit
certificate of the message's sender are included in a
the same single transmission from the sender to the

receiver (feature V1).
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As to feature V3.2, the board holds that the
designation of the message as a broadcast warning
message does not represent a technical feature of the
claimed method. Claim 1 relates to a method for
receiving a broadcast message, which contrary to the
generation and transmission of a broadcast message,
does not involve specific technical features in the
receiver with respect to the reception of a unicast
message. The further feature that the message is a
warning message is a feature related to the content of
the message, not to its structural characteristics.
Therefore, although the reception of a broadcast
warning message is a distinguishing feature not
disclosed in D10, the board agrees with the decision
that the broadcast and warning aspects of the message
may be included in the formulation of the technical

problem.

The technical effect of feature V1 is that the message,
the signature and the implicit certificate are received

at the same time from the same transmission unit.

The advantage provided by this distinguishing feature
is that the received message may be verified for
authenticity by using the implicit certificate as soon
as it is received and without having to wait for
another transmission, which is a crucial issue for a

warning message.

The objective technical problem may thus be formulated
as how to adapt the system of D10 for the reception of

broadcast warning messages.

As argued by the respondent, D10 is already adapted to
receive broadcast warning messages and thus teaches an

alternative solution for the problem, involving two
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communication pathways, one from the device A to the
device B and one from the CA to the device B for the
transmission of the implicit certificate, a kind of
certificate which enables a fast verification of the
signature. The skilled person would find no motivation
in D10 to suppress the involvement of the certificate
authority in the sending of the implicit certificate in

a separate transmission.

The two other prior art documents D6 and D8 admitted in
the proceedings do either not disclose the transmission
of an implicit certificate to a recipient of a signed
message (D6) or do not disclose the transmission of an
implicit certificate together with a signed message in
a single transmission (D8). A combination of D10 with
either one of D6 or D8 would thus, if even considered,

not lead to the subject-matter of claim 1.

Appellant's arguments with respect to inventive step

The appellant first challenged that feature V1 was not
disclosed in D1 when taking into account the whole

disclosure of this document.

Firstly, according to the appellant, the fact that B
got A's public data including A's implicit certificate
(In, Ya), as disclosed in page 5, line 13, and that a
communication channel is provided between A and B, as
disclosed in page 4, lines 1 to 3, implies that B gets
A's implicit certificate directly from A. The board is
not convinced by this argument since the above
mentioned passages refer to Figure 1 (see page 3, line
32) which clearly shows that the implicit certificate
(Ia, ya) 1s transmitted from the certificate authority

CA to the device B in a different transmission through



- 8 - T 2117/21

a different communication channel than the message and

its signature.

Secondly, the appellant made reference in oral
proceedings for the first time to Figure 2 which,
according to it, would be considered by the skilled
person as being a part of Figure 1, and which showed
that the implicit certificate (Ip, vya) was transmitted
from A to B. However, the board notes that Figure 2 is
defined as being a representation of a second system
configuration whereas Figure 1 relates to a first
system configuration (see page 3, lines 22 to 27) so
that it is difficult to conceive the scheme of Figure 2
as being included in the scheme of Figure 1. Further,
the appellant did not provide any detailed explanations
how the skilled person could combine the teachings of
Figures 1 and 2 so as to arrive at a scheme according

to claim 1.

In a second line of argument, the appellant suggested
that, even if it were acknowledged that feature V1 was
not disclosed in D1, the skilled person would be
motivated by D1 itself to implement a single
transmission of the message, the signature, and the
implicit certificate from A to B. In this respect, the
appellant referred to page 9, line 9, page 23, line 22
and page 24, line 10 of D10. According to the
appellant, these passages showed that reducing the
bandwidth was seen as a goal to be reached in D10 and
that the skilled person would, to this aim, obviously
consider sending the implicit certificate from A to B
together with the message and its signature in a single
transmission. The board is not convinced by this
argument since D10, although mentioning in the above-
mentioned passages that saving bandwidth is desired,

does not suggest using a single transmission for the



-9 - T 2117/21

message, its signature, and the implicit certificate.
Rather, D10 proposes other solutions (see "Scheme 14"
in page 10, "Scheme 4.c" in pages 23 and 24, "Scheme
5.¢" in page 24) not relying on the direct transmission
of the implicit certificate from A to B in the same
transmission as the message and its signature. The
board thus considers that the argumentation of the

appellant is based on hindsight.

4. For these reasons, the board holds that the subject-
matter of claim 1 and of corresponding independent
claims 6 and 8 involves an inventive step
(Article 56 EPC), having regard to the prior art on
file. Claims 2 to 5 and 7 are dependent claims and as

such also meet the requirements of Article 56 EPC.

Order

For these reasons it is decided that:

The appeal is dismissed.
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