BESCHVWERDEKAMVERN
DES EUROPAI SCHEN

BOARDS OF APPEAL OF
THE EUROPEAN PATENT

CHAMBRES DE RECOURS
DE L' OFFI CE EUROPEEN

PATENTAMTS OFFI CE DES BREVETS
I nternal distribution code:
(A) [ ] Publication in QJ
(B) [ ] To Chairmen and Menbers
(O [X] To Chairnen
(D) [ 1 No distribution

DECI SI ON

of 4 July 2001
Case Nunber: T 1160/97 - 3.5.2
Appl i cation Nunber: 90303757.0
Publ i cati on Nunber: 0393896
| PC. 7B 17/ 02
Language of the proceedi ngs: EN

Title of invention:
Franki ng machi ne

Pat ent ee:
Neopost Limted

Opponent :

Pi t ney Bowes, Inc.
Headwor d:

Rel evant | egal provisions:
EPC Art. 56

Keywor d:

"I nventive step - yes"

Deci sions cited:

Cat chword

EPA Form 3030 10.93



9

European
Patent Office

Office européen
des brevets

Européaisches
Patentamt

Beschwerdekammern Boards of Appeal Chambres de recours

Case Nunber: T 1160/97 - 3.5.2
DECI SI1 ON
of the Technical Board of Appeal 3.5.2
of 4 July 2001
Appel | ant : Pi t ney Bowes, Inc.
(Opponent) Wirld Headquarters, One El ncroft Rd.
St anf or d/ Connecti cut 06926 0700 (USs)

Represent ati ve:

Respondent :
(Proprietor of the patent)

Represent ati ve:

Deci si on under appeal

Avery, Stephen John
Hof f mann Eitl e

Pat ent - und Rechtsanwal te
Ar abel | astrasse 4

D- 81925 Minchen (DE)

Neopost Limted
Sout h Street
Ronf or d

Essex RML 2AR (GB)

Boden, Keith MMirray
Fry Heath & Spence
The A d Col | ege

53 High Street

Hor | ey

Surrey RH6 7BN  (GB)

Deci sion of the Opposition Division of the

Eur opean Patent O fice posted 29 Septenber 1997
rejecting the opposition filed agai nst European
patent No. 0 393 896 pursuant to Article 102(2)

EPC.
Conposition of the Board:
Chai r man: W J. L. Weeler
Menber s: F. Edlinger
B. J. Schachenmann



- 1- T 1160/ 97

Summary of Facts and Submn ssions

1759.D

The opponent filed this appeal against the decision of
t he opposition division rejecting the opposition
agai nst European patent No. 393 896.

Caim1l as granted has the foll ow ng wording:

"A franking machine including a printing unit (20) for
printing franking inpressions on nmail itens; an
accounting unit (10) including electronic accounting
circuits (12) operative to maintain a record of data
relating to values of franking printed by the printing
unit (20) on mail itens; a secure housing (11)

contai ning said accounting circuits (12); said printing
unit (20) being |located externally of the secure
housing (11) and connected to the accounting circuits
(12) by an insecure connection (26); code signha
generation neans (55) in one of the units (10) to
generate a code signal for transm ssion to the other
unit (20) via the connection (26) and conpari son neans
(31) in the one unit (10) to receive fromthe other
unit (20) a returned signal in response to said code
signal and to effect a conparison in respect of the
code signal and the returned signal and in response to
t he conpari son bei ng unsuccessful inhibiting operation
of the one unit (10)

characterised in that the code signal generation neans
(55) and the conparison neans (31) are |ocated with the
accounting circuits (12) in the secure housing (11);
that the accounting circuits (12) generate a print data
signal defining a franking inpression of selected
postage value to be printed; that encodi ng neans (43)
conbi nes the code signal with the print data signal and
that the print data signal conbined with the code
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signal is transmtted via the connection (26) to the
printing unit (20); said printing unit (20) being
operative in response to the print data signal to print
a franking inpression defined by the print data signa
and to return the print data signal and the code signa
to the conparison neans (31) |located in the accounting
unit (10); said conparison neans (31) being operative
to conpare the code signal returned fromthe print unit
(20) with the code signal transmtted to the printing
unit (20) and to the returned print data signa
returned fromthe printing unit (20) with the print
data signal transmtted to the printing unit (20) and
bei ng operative to inhibit further operation of the
accounting neans in response to failure of the
conparison.”

Clains 2 to 12 are dependent on claiml.

The appel | ant (opponent) argued essentially as foll ows:

The contested patent |eft many questions unanswered as
to which technical problemwas actually solved, in
particul ar when conparing the subject-matter of claiml
of the contested patent with the state of the art

di sclosed in R8 (EP-A-0 018 081). The description of
the contested patent cited R8 in its introductory part.
Then (colum 2, lines 3 to 25), it referred to problens
with a common secure housing for both the accounting
means and the printer in case of a fault, and concl uded
that there was a need for reducing the nunber of

occasi ons when it was necessary to have access to the
secure housing, while ensuring that elenents which were
housed externally of the secure housing could not be
operated to cause printing of a fraudul ent franking.
Caiml of the contested patent, however, set out that
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the (external) printing unit was "operative in response
to the print data signal to print a franking

i npression” (colum 8, lines 56 to 58) and "to return
the print data signal"™ (colum 9, line 1). Printing of
the franking inpression was therefore done before a
conparison with the returned print data signal was
carried out and further operation of the accounting
means (not of the printing unit) was inhibited when a
m smat ch occurred. Only printing line by line and

i nhibiting both accounting and printing in response to
failure of the conparison, which was not specified by
claim1l1, could give a satisfactory explanation.
Moreover, claim1 did not specify that the printing
unit was contained in an insecure housing. Even if it
did, it would not be clear how the above nentioned
needs were satisfied because, in a franking machi ne
according to claim1, fraudulent franking could not be
prevented if access to the printer was possible. Wile
the contested patent referred to different security
nmeasures, the only problem addressed by the features of
claim1 could be that of ensuring the integrity of
print data signals received by a print head while it
remai ned connected to the accounting unit (patent
specification, colum 5, lines 18 to 21, and col umm 6,
lines 9 to 14). Furthernore, Caim1l did not exclude
the possibility of one of the transmtted and return
signals being encrypted as in R8 because it did not
specify that these signals were identical in form and
content and even the description (columm 5 of the
patent specification) did not require identity of these
si gnal s.

Both the contested patent and R8 rel ated to nodul ar
systens where an accounting unit and a printing unit
were connected by an insecure |link. Such systens had to
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be di stingui shed from franki ng machi nes which incl uded
a printer in a secure housing as disclosed in RO
(GB-A-2 194 852). It was generally agreed that RS
constituted the closest prior art and disclosed, in
conbi nation, the features of the precharacterising part
of claim1l of the contested patent. In the

mul ti denom nati on enbodi nent of R8 (page 10, lines 15
to 21), the nunber signal, the signal representing the
amount of postage, and the reply signal respectively
corresponded to the code signal, the print data signa
and the returned print data signal of the contested
patent. The reply signal in R8, although encrypted, had
the sane content as the conbi ned code and print data
signals in the contested patent. Printing of

unaut hori zed franki ng was i nhibited when a conpar at or
(42) contained in the printing unit (12) indicated a

di fference between the transmtted and return signals.

However, it was generally known that any franking
machi ne had to fulfil two absolute requirenents, ie to
prevent printing when tanpering with the machi ne was
detected and to prevent the accounting of postage val ue
when franking failed to be carried out. Therefore, in
practice, both the printing and the accounting

functi ons woul d be stopped, as was the case in the
contested patent. It nerely constituted a routine

choi ce whet her the conpari son neans was placed in the
printing unit or in the accounting unit. In both cases,
one function could be directly inhibited while the

ot her function had to be inhibited, eg by a signal from
the output of the conparison neans transmtted via the
exi sting insecure link or via an extra line. The |evel
of security would thereby be decreased. The sanme was
true of the nodul ar system of the contested patent, in
particular if the printer were arranged in an insecure
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housi ng. The remai ning differences set out in claim1l
of the contested patent would autonmatical |y di sappear
once the choice was made to place the conpari son neans
in the secure accounting unit (cf Sketches 1 and 2
attached to the decision under appeal). Since franking
was accounted for in the accounting unit, the print
data signal was avail able there and woul d be conbi ned
with the code signal for transm ssion to the printing
unit. In a nultidenom nation use, it was obvious to
generate the print data signal in the accounting unit
in order to control the anpbunt of postage to be
printed. The use of encryptors (34, 40) in R8

(Figure 1) did not change the content of the return
signal and could al so be dispensed with if a | ower

| evel of security was accepted. The subject-matter of
claim1 of the contested patent thus derived from an
obvi ous choi ce and consequenti al nodifications which

i nvol ved no inventive step.

If it were accepted that the contested patent was
concerned wth a franking machi ne which only had a
single secure housing and elenents | ocated externally
of said housing, the person skilled in the art would
certainly locate the accounting unit, and as need be
ot her elenents to which access should be prevented, in
the secure housing. Wth the above technica
considerations in mnd, the person skilled in the art
woul d | ocate the conparison neans with the accounting
unit in the secure housing and arrive at the subject-
matter of claiml1 with only obvious nodifications of
the state of the art disclosed in RS.

RO (page 1, lines 114 to 119; page 3, lines 40 to 45;
claim1l) also directed the person skilled in the art
to associate a conparator with the accounting function
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of a franking machine in that both the accounting
function and further printing were inhibited when data
relating to the print pattern and data relating to the
print operation differed by nore than a predeterm ned
limt. Since RO did not disclose a nodular systemwth
an i nsecure connection, it was |eft open as to where
the conparator would be placed in this case.
Nevert hel ess RO did suggest arrangi ng conpari son nmeans
for inhibiting an accounting function together with an
accounting unit.

The respondent (patentee) argued essentially as
fol | ows:

The patent specification gave a sufficiently clear

di scl osure of the invention. There was no absol ute
security with franking nachines. Claim1l related to one
aspect of security which was that of ensuring the
integrity of print data signals received by a print
head. The housing for the printing unit could be either
secure or insecure depending on the |evel of security
required.

The appel lant's argunents were based on an ex post
facto analysis of the prior art. The security of the
system di scl osed in R8 was provided for the benefit of
the postal authorities and configured to prevent the
printing of postage w thout accounting for the sane.
Therefore, in this system it was essential to |locate
the conparison neans in a secure printing unit and to
encrypt the reply signal so that it was different from
and coul d not be derived from the nunber signa
transmtted to the accounting unit (see R8, page 9,
lines 3 to 5, and page 10, lines 1 to 10). In view of
this teaching of R8, the person skilled in the art had
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no notivation to nove the conpari son neans to the
accounting unit.

Even if the person skilled in the art, deviating from
the teaching of R8, had thought of |ocating the
conparison neans with the accounting circuits in the
secure housing, a binary output signal of the

conpari son nmeans would then have to be transmtted to
the printing unit for activating or inhibiting the
printer. Wth an i nsecure conmmuni cation |ink,
fraudul ent operation of the printing unit would be
easily achieved by applying a binary signal to the
printing unit. In view of the teaching of R8, the
person skilled in the art would discard such a

sol uti on.

The Sketches 1 and 2, to which the appellant referred,
were not part of the prior art and gave a fal se

i npression of the real differences between the
contested patent and the state of the art disclosed in
R8. They were not rel evant and should not be relied
upon. Apart fromthe different |ocation of the code
signal generation neans and the conpari son neans,
claim1 of the present patent specified further

di fferences with respect to R8 which did not
automatically follow fromthe different |ocation of

t hese neans. There was no need in R8 for a
consequential change of generating the print data
signal in the accounting unit and for naking the
printing unit responsive to the transmtted print data
signal to print a franking inpression. Mreover, in R8
no signal was returned and conpared to the transmtted
signal, but the transmtted informati on was encrypted
in the printing unit and in the accounting unit.
Returni ng the sane signal would be contrary to the
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teaching of R8 which required a different,

unpredi ctable signal ("reply signal”) to be transmtted
to the printing unit. In accordance with the different
concept disclosed in R3, the output of the conparison
means was connected to inhibit printing, not to inhibit
further operation of the accounting unit.

RO did not disclose a nodular systemw th an insecure
connection. Therefore, it could not suggest |ocating
the conparison neans in the accounting unit. It was
clear fromthe passages cited by the appellant that the
primary aimof RO, like that of R8, was to inhibit
further operation of the printer. If any hint could be
gathered fromR9 as to how to arrange the conponents of
a nodul ar systemw th an insecure connection, it would
be to associate the conparison neans with the printer
because the conpari son indicated an erroneous operation
of the printer.

The appel | ant (opponent) requested that the decision
under appeal be set aside and that the European patent
No. 393 896 be revoked.

The respondent (patentee) requested that the appeal be
di sm ssed and that the patent be nmintai ned.

Reasons for the Deci sion

1

2.

2.

1759.D

The appeal is adm ssible.

The subject-matter of claiml

Caim1l (references below are nmade to the patent
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specification) specifies inter alia accounting circuits
whi ch "generate a print data signal defining a franking
i npressi on of sel ected postage value to be printed”
(colum 8, lines 49 to 52) and a printing unit (20)
which is "operative in response to the print data
signal to print a franking inpression defined by the
print data signal™ (colum 8, lines 56 to 58). A code
signal is generated in the accounting unit and "the
print data signal conbined with the code signal is
transmtted via the connection (26) to the printing
unit" (columm 8, lines 52 to 56). Conparison neans

"l ocated with the accounting circuits (12) in the
secure housing (11)" (colum 8, lines 47 and 48) are
"operative to conpare the code signal returned fromthe
printing unit (20) with the code signal transmtted to
the printing unit” (colum 9, lines 3 to 6) "and to
(conpare) the returned print data signal returned from
the printing unit (20) with the print data signa
transmtted to the printing unit" (colum 9, lines 6 to
9; the word in parenthesis "conpare"” is mssing in

line 6 of colum 9, but constitutes an obvi ous
correction) and are "operative to inhibit further
operation of the accounting neans in response to
failure of the conparison”™ (colum 9, lines 9 to 11).

A conbined signal is thus transmtted fromthe
accounting unit to the printing unit. Both the "print
data signal"™ and the "code signal" are returned to the
accounting unit and conpared, in the secure housing,
Wi th the corresponding elenents of the transmtted
conbi ned print data and code signals. This serves the
pur pose of ensuring the integrity of the data
transmtted via the (insecure) connection by checking
the transm ssion of the print data signal and, as an
addi tional security check, of the (eg random code
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signal (colum 5, lines 18 to 21 and 29 to 36). These
security neasures are "effective to ensure detection of
fraudul ent attenpts to operate the print head by neans
of signals applied externally to the print head or
drive circuits thereof while the print head remains
connected to the neter" (colum 6, lines 9 to 14). This
presupposes that it is ensured by other neans that the
printing unit is not disconnected. OQtherw se, the
transmtted signal could be easily returned by
appropriate neans to the accounting unit (columm 6,
lines 9 to 19). Although the introductory part of the
pat ent specification addresses several problens, as

poi nted out by the appellant, it is clear fromthe
patent specification as a whole that claim1l sets out
the essential features of a solution to the partia
probl em of ensuring the integrity of the transmtted
data agai nst external interfering while the printing
unit remains connected (see also colum 7, lines 8 to
10).

In the description of a particular enbodi mrent of the

i nvention, the conbined signal is transmtted in the
formof data strings conprising print data representing
the dot pattern for a line to be printed by the print
head and a security code (at a predeterm ned position
within the string) which may, or nmay not, be printed as
well (colum 4, lines 7 to 31; columm 5, lines 24 to 26
and 33 to 41). Conparison may be carried out in respect
of data bl ocks corresponding to each line, or
corresponding to alternate lines, of print data

(colum 6, lines 2 to 8. A "failure of the conparison”
is detected if the conparison neans does not find
identity of the conpared data. In response thereto,
"further operation of the accounting neans" is
inhibited wwth the additional effect that no further
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print data signals are generated by the accounting
circuits and printing would be termnated (colum 5,
lines 9 to 17). Caim1l and the description are thus
consi stent with respect to printing before conparing,
in that one line of the franking inpression, or even a
single conplete franking inpression (if all the print
data were transmtted at once), may be printed before
the conparison is carried out and "further operation”

i s inhibited.

Caim1, construed in the context of the clained

conmbi nation and its significance in the contested

pat ent specification as a whol e, does not necessarily
require absolute identity (in formand content) between
the conbi ned signal which is transmtted to the
printing unit and its elenents (print data signal and
code signal) which are returned to the conparison
nmeans. But it does require that at |east certain parts
of both the print data signal and the code signal are
checked to ensure the integrity of the transmtted data
(cf point 2.2 above). In these circunstances, possible
I nconsi stenci es between description (eg patent
specification, colum 5, lines 45 to colum 6, line 1)
and clains as granted are to be disregarded as having
no effect on the assessnent of inventive step.

I nventive step

The parties agree that the closest prior art conprising
the features of the preanble of claiml is disclosed in
R8. Novelty of the clainmed subject-matter is not

di sput ed.

It is also comonly accepted that, in accordance with
R8, print data defining a franking inpression ("anmount
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of postage") may form part of the "nunmber signal” which
is transmtted via the insecure connection (RS,

page 10, lines 15 to 21) and that the signal which is
returned fromthe accounting unit (14), the "reply
signal", is not the returned nunber signal but it is
the signal which is encrypted in the accounting unit.
The conparison neans (42) located in the printing unit
(12) enabl es subsequent printing after the authenticity
of an unpredi ctable encrypted signal has been verified
in the printing unit, in that it conpares the reply
signal with the encrypted nunber signal (R8, claima1l,
page 3, line 19 to page 4, line 12; page 7, line 23 to
page 8, line 5). These neasures ensure that postage
printed is accounted for in a systemw th separable
printing and accounting units where it is possible to
gain access to an insecure connection and generate
signals which would permt unauthorized printing of
postage (R8, page 2, lines 12 to 16). In view of these
obj ectives and in accordance with the teaching of RS,
the code signal generation neans (20) m ght be pl aced
in either one of the printing or accounting units (RS,
page 2, line 17 to page 3, line 11), but the conparison
nmeans has to be located in the printing unit because it
verifies that authorization for printing has been
granted by the accounting unit fromthe fact that the
nunber signal is encrypted in the sane way in the
accounting unit as it is in the printing unit (RS,
claiml and page 3, line 21 to page 4, line 5). In
accordance with R8, it is essential that at |east the
reply signal be an unpredictable encryption of the
nunmber signal (R8, page 9, lines 3 to 13, and page 10,
lines 1 to 10).

Locating the conparison neans in the accounting unit
woul d therefore be contrary to the teaching of R8 and
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cannot be considered as an obvious nodification of the
prior art disclosed in R8. Even if the person skilled
in the art had found an obvi ous reason for nodifying
the machine disclosed in R8 to the effect that the
print data signal were generated in the accounting unit
and to place the code signal generation neans in the
accounting unit (cf R8, page 2, line 17 to page 3,

line 11), the nunber signal (possibly conbining the
print data signal and the code signal) would still be
unpredi ctably encrypted in accordance with the teaching
of R8, before the information contained in the nunber
signal is returned. Furthernore, there is no indication
in R8 that, in this case, it would nake sense to |ocate
the conparison neans in the accounting unit. In R8
(page 9, lines 5to 9), it is assuned that both the
printing unit and the accounting unit are contained in
secure housings. Nothing is said in R8, howits
teaching could be put into practice with an insecure
printer housing.

The subject-matter of claim1 of the contested patent
I's based on a different concept of (nerely) checking
the integrity of the data transmtted via an insecure
connection line and relying on additional security
measures. The concept thus covers, and actually
prefers, identity of the data signals transmtted to
and returned fromthe printing unit (see points 2.2 and
2.3 above). The subject-matter of claim1l is thus not
render ed obvious by the disclosure of RS8.

RO does not disclose separable printing and accounti ng
units with an insecure connection. As convincingly
argued by the respondent, RO thus cannot suggest

| ocating the conparison neans in the accounting unit
nor any solution to the problem of checking the
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integrity of data transmtted via the insecure
connecti on.

For these reasons, the subject-matter of claim1 and
that of the dependent clains 2 to 12 of the contested
patent is to be considered as involving an inventive
step (Article 56 EPC).

The grounds on which the opposition was based thus do
not prejudice the nmai ntenance of the patent unanended
(Article 102(2) EPC).

For these reasons it is decided that:

The appeal is dism ssed.

The Regi strar: The Chai r man:

U. Bul t mann W J. L. Weel er

1759.D



