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Summary of Facts and Submn ssions

2996.D

This is an appeal by the opponent as sol e appel | ant
fromthe interlocutory decision of the opposition
di vi sion proposing to nmai ntain European patent

No. 331 352 in anended form

The anmended patent as approved by the opposition
di vi si on i ncludes i ndependent nethod and appar at us
claims 1 and 13 which are worded as fol |l ows:

"1. A nethod of franking mail itens in a franking
machi ne in which encrypted data is printed in machi ne
readable formon the nail itens conprising the steps of
generating a pseudo-random nunber relating to a
franki ng transaction; formng a data bl ock contai ning
at | east said pseudo-random nunber and data relating to
a postal charge for said nmail item encrypting said
data bl ock; printing in machi ne readable formon the
mail item (10) data (12) representing said encrypted
data bl ock together with identification data
identifying a location at which the nail itens are
franked and with identification data identifying said
franki ng machi ne, and carrying out, at a postal
authority | ocation, the steps of machi ne reading the
printed data representing the identification data and
the encrypted data block (12); selecting froma record
of decryption keys a decryption key corresponding to
said identification data identifying said franking
machi ne; utilising said selected decryption key to
decrypt said encrypted data bl ock read fromthe nai
item (10) and checking validity of the pseudo-random
nunber contained in said data bl ock."

"13. Franki ng apparatus including a franking machine
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having printing neans (16) to print encrypted data in
machi ne readable formon mail itens having neans (18)
to generate a pseudo-random nunber for each franking
transaction; neans (18) to forma data bl ock by
conbi ni ng sai d pseudo-random nunber with a postal val ue
sel ected for franking the mail item neans for
encrypting said data bl ock; and in which the printing
means (16) is operated to print in nmachine readable
formon the mail itemfranking data representing said
data bl ock together with identification data
identifying a location at which the nail itemis
franked and identification data identifying said
franki ng machi ne, and having at a postal authority

| ocati on, reading neans to read the printed franking
data representing said data bl ock and the
identification data; neans to select froma record of
decryption keys a decryption key corresponding to the
identification data identifying said franking machi ne;
nmeans operable to utilise said sel ected decryption key
to decrypt said data block read fromthe nmail item and
means to check the validity of the pseudo-random
nunber . "

Clains 2 to 12 and 14 to 16 are dependent on clains 1
and 13 respectively.

L1l The followi ng prior art docunents fromthe proceedi ngs
bef ore the opposition division remain relevant to the
present appeal:

Dl: EP-A-0 132 782

D2: GB-A-2 173 738

D4: GB-A-2 174 039

2996.D Y A
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D5: US-A-4 629 871

D6': GB-A-2 190 044

In a comruni cati on acconpanyi ng a surmons to ora
proceedi ngs the board pointed out inter alia that the
appel l ant's argunent on inventive step as set out in
the statenment of grounds of appeal appeared to conbi ne
four docunents, viz D1, D2, D4 and D5.

At oral proceedings before the board on 24 Cctober 2001
the appellant, in addition to devel oping the attack on
i nventive step foreshadowed in the statenent of grounds
of appeal, objected - for the first tine in the appea
procedure - that clains 1 and 13 as approved by the
opposi tion division in the decision under appea

i ncl uded wordi ng which represented subject-matter which
ext ended beyond the content of the application as filed
and accordingly contravened Article 123(2) EPC.

The appel | ant opponent's argunents can be sunmari sed as
fol | ows:

Added subject-matter (Article 123(2) EPC)

The wording "identification data identifying a | ocation
at which the mail itens are franked and with
identification data identifying said franking machi ne"
in claiml had no basis in the application as filed.
The latter specifically taught that the decryption key
was selected in accordance with the |icense nunber of
the franking machi ne. Hence the wordi ng of the claim
represented an inperm ssible generalisation of the
ori gi nal disclosure.
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I nventive step

It was difficult to identify the objective technica
problemin the present case. The subjective problem
nmentioned at colum 1, lines 42 to 48 of the opposed
patent of making a franki ng machi ne secure was too
general to be of any help. Neither was it clear how the
invention as clainmed achieved the ains referred to in
the introductory part of the description, particularly
since the terns of the claimdid not correspond cl osely
to the enbodi mrent described and illustrated, eg in

Fi gure 2.

Docunent D1, the closest prior art, disclosed a nethod
of franking a mail itemin which data was printed on
the itemin machi ne readable formin a manner all ow ng
the postal authority to verify whether or not the
franking inprint was authentic. To this end the data
was printed on the itemboth in clear (plaintext) and
in encrypted form At the receiving station the postal
authority read the plaintext, (re)encrypted the read
data using the sane encryption schene as was used by a
|'i censed franking machi ne and conpared the two
encrypted versions to check the authenticity of the
franking inprint. The data printed on the itemcould

i nclude the postal fee, the destination zip code, the
date, the package count, the serial nunber of the
sending station, ie data identifying the franking
machi ne, and origin zip code as well as a verification
in encrypted form (D1, page 17, lines 12 to 24). In D1,
the nost rel evant disclosure was that relating to the
bar code enbodi nent described at page 39, line 5

to page 40, line 14 with reference to Figures 1, 3c, 4c
and 5. As shown in Figure 1 a data seed word was used
in sending (24) and receiving (28) stations. A base
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seed word was altered by the date, fee and seria

nunber of the sending station (page 17, lines 12 to 20)
and the encryption was acconplished by codi ng

circuitry 130 (Figure 5, page 30). In this enbodi nent
the date forned the address for the ROM 138 where the
base seed word was stored but the selection of the seed
word was not restricted to the date (page 30, line 16
ff). As nentioned explicitly at page 31, lines 19 to 24
of D1 other forms of encryption were envisaged, the
scranbling perforned by the feedback shift register 130
being one illustrative exanple. At the receiving
station a duplicate of coder 88, (Figure 4c)
(re)encrypted the plaintext using the sane base seed
nunber as that used in the originating franking
machine; in this respect the base seed nunber was the
anal ogue of an encryption/decryption key.

A conparison of the franking nethod specified in
claim1l of the opposed patent wth that disclosed in D1
showed that both involved franking machines with an
encryption operation and used a pseudorandom numnber
(out put of ROM 138 in D1 was a pseudorandom nunber).
Thus the data block in D1 contained a pseudorandom
nunber and the scranbling of the data bl ock in feedback
shift register 130 was an encryption operation. In D1
data for identifying the franking nachi ne were present
in the bar code print; this was used to generate a seed
nunber which corresponded to a decryption key. Hence
the only difference between claim1l and DI was that in
D1 the encryption operation was repeated whereas in
claim1l a decryption operation was perforned. The
opposi tion division found in the decision under appea
that encryption/ decryption/plaintext conparison as in
claim 1l and encryption/encryption/codetext conparison
as in DL were obvious alternatives, but went on to find
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the subject-matter of claim1l inventive because D1

al l egedly did not disclose the selection of a
particul ar encryption-decryption key in dependence on
the franking machine identity. In this respect however
t he opposition division erred because it failed to take
into account the fact that in DL the verification
process carried out by the postal authority also relied
on identifying the individual franking machine in order
to determ ne which seed word to enploy for the
(repeated) encryption process to enable the necessary
conparison to be carried out.

It should be noted that neither claim1 nor claim13
nmentioned an encryption key.

It was true that the output of ROM 138 in D1 was

predi ctabl e once the addressing i nput was known, but
this applied equally to any pseudorandom nunber
generator - once the generation rule was known the
pseudor andom nunber out put was predictable. In D1 the
ROM 138 generated a pseudorandom nunber at the | evel of
security required, viz that appropriate for the typica
value of a nmail item it was not plausible to argue
that the seed word ROM 138 coul d not be regarded as a
pseudor andom gener at or .

Docunent D4, page 3, lines 68 to 74 taught that key-
based decryption was an option so |long as the key was
derivable frominformation printed on the envel ope.

The use of the word "conbining" in claim13, in
contrast to "containing"” in claiml inplied that the
pseudor andom nunber and the data were |inked together
to formthe data bl ock
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The |l oad value (in D1, Figure 5) may be a meani ngl ess
nunber - but one could repeat the steps of addition
nmodulo 2 in the output of ROM 138, form another word
(1l oad) and conpare it. In principle the code out put
fromregister 130 could be decrypted.

Hence D1 disclosed (i) use of a pseudorandom nunber,
(ii) a block containing a pseudorandom nunber + dat a,
(iii) encryption, (iv) selecting a key corresponding to
the franking machine identity, and (v) conparing data.
The only difference, therefore, was encryption instead
of decryption at the receiving station - an obvi ous
alternative, either fromcomon general know edge in
the art or from D4.

The respondent proprietor argued essentially as
fol | ows:

Article 123(2) EPC

This issue had not been nentioned in the statenent of
grounds of appeal nor in subsequent witten

subm ssions. As could be seen fromthe m nutes of the
oral proceedi ngs before the opposition division the
present version of claiml arose froma suggestion from
t he opponent that the fornmer claim9 should be conbi ned
with the former claim1. The appellant was nerely
repeati ng an objection which had al ready been answered
by the opposition division.

I nventive step

The subject-matter of claim1 involved several clear
di stinctions over DI:
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In D1 there was no decryption at the receiving
station.

D1 did not disclose generation of a pseudorandom
nunber in the sense in which this termwas used
in the opposed patent and in the relevant art,
Vi z a sequence of unpredictabl e nunbers produced
by an al gorithm The base seed word used in D1
did not neet this definition since it was forned
by a small set of nunbers stored in a ROM which
was addressed non-randonly.

In the franking nethod specified in claim1l the
pseudor andom nunber was not transmtted in

pl ai ntext. As pointed out in D4 (page 3,

lines 68 to 72) there were in general two
possibilities, encryption/decryption or use of
seed nunbers where encryption is perforned
twce. Dl used the latter, claim1 specified the
former. The franking nmethod of claim1 provided
two | ayers of security, encryption with a key
and t he pseudorandom nunber.

D1 did not forma data bl ock containing a
pseudor andom nunber. The |oad word for the
coding circuit 130 in D1 was derived froma seed
word and data. A pseudorandom nunber coul d not
be derived fromthe encrypted data printed on
the franking item the |oad word was a
meani ngl ess val ue which did not enable a
validity check to be carried out.

Claim 1 specified a selection froma |ist of
decryption keys of a decryption key uni quely
corresponding to a particular machine; in D1
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t here was no key-based decryption.

The fact that D4 (page 3, lines 68 to 72) contrasts
key- based encryption/decryption and

encryption/ (re)encryption should not be interpreted to
nmean that the encryption/decryption/plaintext-
conparison of claiml1 was sinply an obvious alternative
to the encryption/encryption/codetext-conparison of DI.
D4 did not teach the two |levels of security provided by
the franking nmethod specified in claim1.

Starting from Dl several steps were required to arrive
at the clainmed invention, thus:

- elimnate the seed word and i ntroduce the
pseudor andom nunber

- elimnate the nodul o-2 addition (141 to 143) and
use the conbination of a pseudorandom nunber and
dat a

- elimnate the shift register 130 and use a
key- based encrypti on.

The invention underlying the opposed patent depended on
the possibility of decryption of the |oad value in DI.
Starting fromDl it was inpossible to extract
information fromthe |oad. To reverse the systemin D1
one had to provide a data bl ock containing a

pseudor andom nunber and to performa decryption; this
was not suggested in DI1.

The appel | ant opponent’s objection that an encryption
key was not nentioned in claiml was not cogent; the
decryption key nentioned therein inplicitly defined an
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encryption key.

The respondent proprietor was prepared, if necessary,
to anend claim 13 by replaci ng "conbi ni ng" by
"cont ai ni ng".

The appel | ant opponent requested that the decision
under appeal be set aside and that the patent be
revoked.

The respondent proprietor requested that the appeal be
di sm ssed and that the patent be nmaintained in the
amended form approved by the opposition division.

Reasons for the Deci sion

1

3.1

2996.D

The appeal is adm ssible.

Added subject-matter (Article 123(2) EPC

This i ssue was addressed in the decision under appea

at points 3 and 18. It was not touched on in the
witten appeal procedure but at oral proceedings the
appel | ant regi stered his continuing disagreement with
the finding of the opposition division w thout adducing
any new argunent by way of refutation. For its part the
board has nothing to add to the reasoni ng and fi ndi ng
of the opposition division on this point in the
deci si on under appeal which it approves and adopts.

I nventive step

Cl osest prior art
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It is conmmon ground and accords also with the judgenent
of the board that docunent Dl is the closest prior art.
It is also comon ground that the nethod of franking
mai | specified in claiml1l and that disclosed in D1 have
at least the followng features in comon:

(1) the franking machi ne prints both plaintext
transaction data on the mail itemand a further,
encrypted, text which is uniquely determ ned by
the plaintext by a procedure which is intended
to be kept secret from persons not authorised by
t he postal authority.

(1) the authenticity of the franking inpression on
the mail itemis checked by determning that the
pl ai ntext and the further, encrypted, text
correspond in accordance with the secret
al gorithm

It is further comon ground that the claim 1 nmethod and
D1 differ in at least the follow ng respect:

In D1 the plaintext is read fromthe mail itemat the
postal authority location and is transfornmed into an
encrypted text using a procedure which duplicates that
enpl oyed in the franking nmachine; this regenerated
encrypted text is then conpared with the encrypted text
read fromthe mail itemto check authenticity of the
franki ng i npression.

By contrast, in the nethod according to claim1 the
further, encrypted, text is read fromthe mail item
and, using a procedure which inverts that enployed in
the franking machi ne, decrypted data is recovered which
Is conpared with data derived fromthe plaintext
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printed on the mail itemto check authenticity of the
franki ng i npression.

The board accepts, in line with the respondent’s
contention, that the base seed word, which in D1

(cf Figure 5) is selected by addressing a ROM (read
only nmenory) 138 in accordance with the last digits of
the transaction date and is then conbined with further
transaction data, including the serial nunber of the
sending station (D1, page 8, lines 14 and 15), to form
a seed word, cannot be regarded as a pseudorandom
nunber in the sense in which this termis used in
claim1.

The board is persuaded of the correctness of the
respondent’ s subm ssion that the opposed patent uses
the term "pseudorandom nunber” in the sense in which it
is conventionally used in the conputer art. This
accords with the definition given in the authoritative
Webster’s Third New International Dictionary (1981):
"Pseudorandom - being or involving entities (as
nunbers) that are selected by a definite conputationa
process (as one involving a conputer) but that satisfy
one or nore standard tests for statistical randomess.”

The significance of the prefix "pseudo” is to

di sti ngui sh such a sequence of nunbers froma truly
random sequence whi ch, as was agreed in the ora

debate, necessarily involves a real world input. The
appel lant’s citation of von Neunmann's cel ebrated remark
"Anyone who considers arithnetical nethods of producing
randomdigits is, of course, in a state of sin." is apt
in this regard.

The nunbers generated as the output of ROM 138 in D1

2996.D Y A
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are not produced by an al gorithm or conputationa
process in the above sense. They are a sequence of 1
out of 8 selections made by addressing the ROMin
accordance with the three | east significant bits of the
data relating to one or nore real world paraneters such
as the date, the fee, the serial nunber of the sending
station, the count of nmil pieces (Dl, paragraph
bridgi ng pages 30 to 31).

This viewis consistent with the output of ROM 138
bei ng designated a base seed word, its further

conbi nation by nodul o-2 addition with real world
paraneters (D1, Figure 5) resulting in the seed word
proper which forns an input to the feedback shift

regi ster 130. Although the operation of the latter is
referred to in D1 as encryption it would nore
conventionally be referred to as generation of a
pseudor andom nunber using the algorithmrepresented by
the feedback connections of the feedback shift register
and using the value of LOAD as a seed.

Despite a certain anal ogy, the board is not persuaded
by the appellant's equation of the dependence of the
seed nunber on the franking machi ne serial nunber in D1
and the dependence of the decryption key on the
franki ng machine identification data in the nethod
specified in claiml1.

Hence, in the boards' view, the claim1 nethod differs
fromthat disclosed in D1 in the follow ng respects:

(1) t he use of a pseudorandom nunber in the strict
sense of this termof art as an input to a key-
based encryption process;
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(i) the use of a decryption procedure at the postal
authority location which inverts rather than
duplicates the encryption procedure used in the
f ranki ng machi ne;

(tii1) validity conparison of a recovered, ie
decrypt edpl ai nt ext pseudorandom nunber with a
| ocal | y generated pseudorandom nunber rather
t han conpari son of encrypted non-pseudorandom
seed nunbers;

(iv) use of key-based invertible encryption rather
t han one-way encryption;

(v) use of a decryption key specific to the franking
machi ne sel ected froma record of decryption
keys.

Qbj ective technical problem

Rel ative to the closest prior art the objective
techni cal probl em addressed and pl ausi bly sol ved by the
method of claiml is to provide enhanced security, ie
to make fraudul ent franking nore readily detectable.

Sol uti on

Starting fromthe closest prior art D1, the above
problemis solved according to the nethod specified in
claiml1l by replacing what is described in D1 as
encrypting a seed nunber, ie the |oading of a base seed
nunber as conbined or mxed with transaction data to
forma seed nunber into a feedback shift register to
produce a uni quely determ ned output which is a conpl ex
function of the input, by an invertible key-based
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encryption of a pseudorandom nunber, the matching
decryption key - specific to the franking nmachi ne -
bei ng avail able at the postal authority |ocation. The
other differences |isted at 3.1 above are consequentia
on this change.

3.4 Qbvi ousness

The board is not persuaded by the appellant's
contention that conparison of encrypted text follow ng
a duplicated encryption and conpari son of plaintext
foll owi ng decryption are obvious alternative approaches
whi ch the person skilled in the art would select from
usi ng common general know edge in the art and thus
arrive at the clained invention by sinple variation of
the D1 teaching. In the judgenent of the board, D1
cannot fairly be said to suggest decryption, |et alone
decryption based on a key specific to the franking
machi ne. The parties expressed opposite views on the
invertibility of the so-called encryption step in D1.
The board is nore persuaded by the respondent's view
that it is not, at |least not easily, invertible, and
there is certainly no hint in D1 that it could or
should be inverted. It would be entirely consistent
with the approach taken in D1 that the so-called
encryption step should be a one-way function whose
inversion is conputationally infeasible since the
security of the system di scl osed woul d be conprom sed
by such inversion if it could be used to recover the
base seed nunber and/or the transaction data. On the
other hand if it were invertible only to the point of
recovering the seed nunber this could not be used to
make any validating conparison with data on the nai
itemin the context of the D1 system As the board
reads D1, the security it provides is based on a

2996.D Y A
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scranbling of the base seed nunber and the transaction
data to produce a unique resultant code nunber, which
scranbling is, for practical purposes, intended to be
i rreversi bl e.

The fact that the seed nunber generated in Dl invol ves,
inter alia, the franking machine serial nunber is, in
the judgenent of the board, only weakly anal ogous to
the decryption key being selected in accordance with
the franking machine identification data as specified
in claiml. The purpose served in DL is to ensure that
t he seed nunber is a function of the franking machine
serial nunber; it is not even used to nodul ate the so-
called encryption of this seed nunber in the follow ng
encryption step, nuch | ess used in a decryption step.

As regards the argunent based on a conbination of D1
and D4, the board notes that D4 (page 3, |lines 68

to 74) enphasi ses the contrast between an

encryption/ decryption schene as taught therein and a
dupl i cated encryption schene involving seed nunbers (as
taught in D1). In the judgenent of the board this
teaches away from any idea of conbining features of the
two schenes by encrypting/decrypting pseudorandom
nunbers relating to transaction data (as in the opposed
claim1l) rather than encrypting/decrypting only raw
transaction data (as in D4). Furthernore, although D4
menti ons key-based encryption at page 2, lines 8 to 12,
there is no nention of the decryption key being

sel ected at the postal authority location in accordance
wi th franking machine identification data. The board
accepts the appellant's contention that, in genera
ternms, the superior security of key-based
encryption/decryption as conpared to the use of a

dedi cated conpl ex algorithm such as that inplenented
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by the feedback shift register of DL operating on a
seed nunber to produce an output sequence, was conmon
general know edge in the cryptographic art before the
priority date of the opposed patent(notoriously for

el ectronechani cal tel egraph ci phers since the

pronul gati on of Kerchoffs’ principle in 1883, and for
conputer inplenented cryptography at |east since the
publicati on of standards such as DES and RSA nenti oned
in D4 at page 2, lines 69 to 72 and alluded to in D1 at
page 31, lines 22 to 24). However, the board judges
that it would be an anal ysis and judgenent based on

hi ndsi ght to conclude that the person skilled in the
art, starting from Dl and addressing the rel evant

obj ective technical problem would selectively conbine
part of the encryption/decryption schene of D4,
ignoring the fact that there raw transaction data is
encrypted/ decrypted, with a selected part of D1
relating to generation of seed nunbers related to
transaction data. The ingredients are arguably present
in the two docunents, but, in the judgenent of the
board, an inventive step was involved in selecting and
conbining themto arrive at the subject-nmatter of
opposed claim 1 which involves the key-based
encryption/ decryption of a pseudorandom nunber rel ated
to transaction data, the key being specific to the

f ranki ng machi ne.

4. The board concludes therefore that, having regard to
the prior art on file, the clained franking nethod is
not obvious for the person skilled in the art so that
the subject-matter of claim1l is regarded as involving
an inventive step within the nmeaning of Article 56 EPC
The above argunents and concl usi on apply anal ogously to
the apparatus claim 13.

2996.D Y A
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5. In the view of the board, the patent in the version
approved by the opposition division and the invention
to which it relates neet the requirenents of the EPC

Or der

For these reasons it is decided that:

The appeal is dism ssed.

The Regi strar: The Chai r man:

M  Hor nel | R G O Connell
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